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Introduction:  
Embedded System Evolution  

Year Mobile device RAM (MB) Storage (MB)  CPU(Mhz) Connectivity 

2004 Nokia 6630 10 64 220 Bluetooth, EDGE, GPRS 

2005 HTC Universal 64 128 520 Bluetooth, WLAN, GPRS 

2006 HTC TyTN 64 128  400 Bluetooth, WLAN, GPRS, EDGE 

2007  Nokia N95  128 8192 332 x2 Bluetooth, WLAN, GPRS, EDGE 

2008 Nokia N96 128 16384 264 x2 Bluetooth, WLAN, GPRS, EDGE 

2009 Apple iPhone 3GS 256 32764 600 Bluetooth, WLAN, GPRS, EDGE 

2010 Samsung Galaxy S 512 16384 1000 Bluetooth, WLAN, GPRS, EDGE 

2011 Samsung Galaxy S2 1024 16384 1200 Bluetooth, WLAN, GPRS, EDGE 

2012 iPhone 5 1024 65563 1300 x2 Bluetooth, WLAN, GPRS, EDGE 

2013 Samsung Galaxy S4 2048 65563 1600 x4 Bluetooth, WLAN, GPRS, EDGE 

2014 Samsung Galaxy S5 2048 65563 2500 x4 Bluetooth, WLAN, GPRS, EDGE 

             RAM: 204 x Storage: 1024 x      CPU: 45 x   In 10 Years  
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Introduction:  
Malware Evolution (1)  

SOURCEΥ {ƻǇƘƻǎΣ άaƻōƛƭŜ Security Threat wŜǇƻǊǘέΣ  нлмпΣ http:// www.sophos.com/en-us/medialibrary/PDFs/other/sophos-mobile-
security-threat-report.pdf  

Mobile devices 

2 years of mobile malware evolution <=>  20 years of Computer malware evolution 
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Introduction: 
Malware Evolution (2)  

SOURCE: Sophos, " Sophos Mobile Security Threat Reportά,  
http:// www.sophos.com/en-us/medialibrary/PDFs/other/sophos-mobile-security-threat-report.pdf  

άC-Secure 2014:  Android devices are the more 
popular target for attacks with 294 new threat 

families or variants έ 

Mobile devices 
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Introduction: 
Malware Evolution (3)   

Year  Malware /attack  Target               Threats  

2009 psyb0t Linux-based routers,  DSL modems DDoS 

2010 Chuck Norris Botnet Linux-based routers, DLS modems DDoS +DNS Spoofing 

Stuxnet Industrial control systems (ICS) Alter PLCs for supported facilities 

2012 DNSChanger Computers and routers  DNS spoofing/poisoning  

2013 

 

JUL: GPS attack  GPS based systems Total control of system  

Sept: Linux/Flasher Wireless routers Login credentials captured and transferred to 

remote web servers. 

Nov 26 : 

Linux.Darlloz 

Linux-based  computers, industrial 

control servers, routers, cameras, 

set-top boxes. 

Generates IP @ randomly, accesses a specific 

path on the machine with well-known ID and 

passwords, and sends HTTP POST requests 

2014 Feb: The Moon  Linksys routers  Bypasses authentication on the router and scans 

for other vulnerable routers to infect  

General-purpose small devices 



Problematic (1) 
Security Issue   
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http://www.ubergizmo.com/2014/02/linksys-routers-malware-the-moon-spreading/   

ά¢ƘŜ Moon scans for vulnerable devices as it looks to continue 
spreading, over 1,000 Linksys routers are already believed to be 
infected by the malwareΦέ (2014) 

http:// www.hackleaks.in/2014/02/android-sms-malware-hosted-on-google.html  

http:// news.softpedia.com/news/Linux-Worm-Darlloz-Infects-over-31-000-Devices-in-Four-Months-433242.shtml  

Just 2014 ! 

Linux 

Android 

Linux 

http://www.rcoutada.net/2014/03/new-linux-servers-cpanel-backdoor-ebury-a/   

(2014) 
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Problematic (2) 
Resource Limitations  
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Battery life 

 

Limited Memory  

Low power CPUs 
Å Lightweight processing 

Å limited multitasking 

 



Problematic (3) 
Resource Limitations  
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BeagleBone Overo® FE COM 

(Gumstix) 
Gumstix 

(DuoVero) 
Radxa Roc KTAM3874/

pITX 
APC 8750 

CPU 720MHz   600 MHz Dual-Core 1GHz Quad Core, 1.6 GHz  800 MHz 800MHz 

RAM 256 MB 512 MB 1GB  2 GB 2GB 512MB 

Storage 4GB microSD  microSD slot microSD slot  8GB 16 GB 2GB  

OS Android, Linux Linux , Android Linux, Android Android,  Linux Android, 
Linux 

Android 

Size  76.2 ×76.2 
×16mm 

58mm x 17mm x 
4.2mm 

58mm x 17mm x 
4.2mm 

100 x 80 mm 100 x 
72mm 

170 x 
85mm 

Other small-scale Embedded systems  



Problematic (4) 

Security Usability 

Memory 
consumption 

CPU usage 

Battery life 

Real-time 
detection  

FP/FN rate 

Detection rate 
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Framework's  
Architecture 
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Development Platform: Android   

ÅOpen source  

ÅKernel Linux (modified) 

ÅProgramming languages: Java, C++, C#  

ÅMainly supports ARM 

ÅApplications: Smartphones, tablet PCs, PDAs and mobile devices 
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Attack scenario - Android 

 

Å Benign applications loads, for benign 
reasons, additional code that can be 
replaced with malicious ones by the 
attacker 

 

Å Malicious application that does not 
contain initially any clearly malicious 
code, but downloads additional faked 
code after being installed on a device . 

  

Å Attackers can trick users to download 
and install fake updates for already 
installed legitimate applications by 
injecting malicious code (without 
breaking their signatures). 

Ą Skype, Angry-birds, Opera ōǊƻǿǎŜǊΧ 
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Android System 

App 1 App 2 Framework app 

App code App code 

Fr.  stub Fr.  stub 

Common 
framework 

Load code 

Android System 

App 1 App 2 
Framework app 

App code App code 

Fram. 

Update 
server 

Request 
 new version 



Framework's Architecture 
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Target  System 

Trace 
Execution  

System 
Instrumentation 

Data Collection 

Data Processing 

Normalization  

Pattern 
Extraction 

Scan/Model 
Management  

Scan 

Model 
Construction 

D
B

/S
e

rve
r  C

o
n
n
e

c
tio

n
   
S

e
ria

liza
tio

n
  

On-device Framework 

Storage 

Trace Preprocessing 

Lttng/Strace                                                                        filtering 

Profiling 

Server 

Model 
Const-
ruction 

DB 
Traces 
Models 

CPU, Memory, Storage, Battery , Network  



DETECTION PROCESS   

Á Data Collection 

Á Data Processing 

Á Scan/Model Management  
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