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Introduction

} Objectives :

Capture and merge observations made anywhere in the syster
(alerts, events, and states) by many surveillance systems (AV,

HI DS, performance monitor sy
Convert this data in the most appropriate format for detection
analysis.

} Proposed solution :

Formal expressions to use the stasggstem in TMF
Allow the creation of personalized State System
Allow a new analysis with virtual states (filter)

2 Florian Wininger 10/12/2013



Motivation

} Improve the use ofhe State System
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Motivation
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Motivation

} Currently the way to do the state system is hardcoded In
a java file . CtfKernelStatelnput.java with a big switch/cas

} The idea Is to transcribe it into a XML style sheet and
after that we can have an interface to generate the XML.

1 Multi-level information

We can merge mul tipl e -Keéradl,a 0 s
VMHOo st &)
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State System

LTTng Kernel - test/Traces/kernel/kernel_- Eclipse SDK

Explorer
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7 (5 Project Explorer 2 = g S+ Control Flow 52 Resources = F e
B Process TID  PTID Birthtime Trace
: v i test Xorg 1344 11:24:42.446163619  kernel
% Experiments [0] ¥ compiz 2250 | 11:24:42.441770736 | kernel
‘ﬁ ¥ 9 Traces [3] > sh 2383 | 2290 | 11:24:42.450574292 | kernel
- @ java-sequence-single-thread ubuntuone-syncd 2498 | 11:24:42.442317455 | kernel
» ¥ gnome-terminal 2718 | 11:24:42.445170405 | kernel
% [ state-trace-sample.log gnome-pty-helpe 2727 {2718 | 11:24:42.490746730 | kernel
bash 2728 {2718 | 11:24:42.490748406 | kernel
‘-‘-‘ ¥ bash 3837 {2718 | 11:24:42.490927829 | kernel
Timestamp Channel Event Type Content
A <s | s | s
M 11:24:42.442 342 0395 channelo_o sys_read fd=3, buf=0x8e143a0, count=4096
" 11:24:42.442 346 648. channelo_0 exit_syscall | ret=-11
11:24:42.442 347 906 channelo 1 svs clock aettime ! which clock=1. to=0xbFac6abs
f Il Histogram = Properties | i= State System Explorer %
ﬂ State System / Attribute Quark Value at timestamp Start time End time
‘ UG C LIPS T AT UGS (Y £-RETTET
¥ CPUs 4] 11:24:42.440 133 097
b1 1 11:24:42.440 133 097
vo 16 11:24:42.440 133 097
Current_thread 17 2290 11:24:42.442 235 251
Status 25 2 11:24:42.442 342 039
¥ Threads 3 11:24:42.440133 097
b1 4 11:24:42.440 133 097
] 92 Control &2 = g » 4084 8 11:24:42.440 133 097
b 4087 9 11:24:42.440 133 097
b 4072 18 11:24:42.440 133 097
b0 19 h 11:24:42.440 133 097
» 4085 28 11:24:42.440 133 097
» 4088 33 11:24:42.440133 097
b 4089 38 11:24:42.440 133 097
v 2290 48 11:24:42.440 133 097
Status 49 3 11:24:42.442 342 039
System_call 58 sys_read 11:24:42.442 342 039
Exec_name 59 compiz 11:24:42.441 770736
PPID 60 11:24:42.440 133 097

11:24:52.664 579 801
11:24:52.664 579 801
11:24:52.664 579 801
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Very Interesting use case

} Windows Kernel Trace 'Qg
ETW : Event Trace for Windows Windc;{gs.

.etl :etl format
Can be use for Kernel and UST !

} Google want to optimize Chromium @ Chromium

Convert ETW trace to CTF GOugle

1 Windows Performance Toolkit
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Work o Chromium project

1 ETW2CTF convertor
Allow to convert Windows Trace Format in CTF

1 Patch in Chromium
Use ETW to record the existing trace points

Currently only for windows, but in the future, we can use
LTTngUST to extract the same information for Linux

+ Thanks to Etienne Bergeron and Frandomray
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https://github.com/fwininger/ETW2CTF/

Work o Chromium project

+ Chrome://tracing
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Work o Chromium project

=2 LTTng Kernel - Traces/Traces/UST_heap_sys_cswitch/UST_heap_sys_cswitch_ - Eclipse Platform
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-
=
L]
=
==
o=

@i~ v Iy

% State System Time View 22
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Work o Chromium project - Advantage

} More information :
Multi-level : UST and Kernel!
Example : System Call, Wail't

Memory event @llocand free)

Prototype of statistics of cumulative allocation and free in a time
range.

} Better scalability
Chrome://tracing use JSON and Java Script, in memory solutic
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Work o Chromium project - Limitations

+ Currently the completetoolchainto capture and view the
trace Is slow, but we are working hard to change that!

12

Produce 50 MB/s of events

Conversion ETW to CTF : %6 MB/s (but can be better if we
use less the WPT API)

Build of the state system in TMF-32MB/s
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Work o Chromium project - Limitations

} Scalabilyproblems for the Ul !

13

The State System scales to big traces, but not how it is
currently used by the UI.

Cacheadded[last week] 30x acceleration

Add a new query type, better suited for backend performance
(automatic range query) [in review]

Avoid long tree branches with single child: 10x acceleration for
gueries when there is a large number of attributes in the
current state [in review]
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Work o Make your own State System
} Example UST trace fracepointaddedin GDB)
1 We wantto know whenthe GDBIs running

} 2 states :

<stateValusmmame="INF_RUNNING" value="1" />
<stateValuemame="INF_STOPPED" value="0" />
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https://github.com/fwininger/XML4TMF

Work o Make your own State System

} 1 location :
<location id='GDB_ Status>
<attribute constant="gdb" />
<attribute eventfield"pid" />
<attribute constant=Status />
</location>

} Example of state change :
<eventHandlereventname"gdb:inf_forketH
<stateChange
<attribute location="GDB_ Statu%/>
<valueint="$INF_RUNNING" />
</stateChange
</eventHandler
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Work o Make your own State System

16

<view id="org.eclipse.linuxtools.tmf.analysis.xml.sstimeview">
<head>

<analysis id="polymtl.gdb.ust.sp” />
</head>

£l

<state\c‘alux.a-.r-13me="I;ﬂF_RUNNING" value="1" color="#118811" /> V i e mmmeters

<stateValue name="INF_STOPPED" walue="8" color="#CCCCCC" />

<line id="gdb/*" display="Status" />

</views
<stateprovider analysisid="polymtl.gdb.ust.sp">

<head>

<tracetype id="org.eclipse.linuxtools.tmf.ui.type.ct¥" /> H

<view id="org.eclipse.linuxtools.tmf.analysis.xml.sstimeview” /> An alys I $aram ete rS
</head>

Py es -

<stateValue name="INF_RUNNING" walue="1" />
<stateValue name="INF_STOPPED" walue="8" />

<location id="GDE_Status">»
<attribute constant="gdb" />
<attribute eventfield="pid" />
<attribute constant="Status" />
</location»

<eventHandler eventname="gdb:inf_forked">
<stateChange>

<attribute location="GDE_Status" /> State SyStem

<value int="%INF_RUNNING" /> . ..
</stateChange> d f t
</eventHandler> e Inl Ion
<eventHandler eventname="gdb:inf_stop">
<stateChange>
<attribute location="GDE_Status" />
<value int="%INF_STOPPED" />
</stateChange>
</eventHandler>
<eventHandler eventname="gdb:inf_cont">
<stateChange>
<attribute location="GDE_Status" />
<value int="%INF_RUNNING" />
</stateChange>
</eventHandler>

Florian Wininger 10/12/2013



Work o Make your own State System
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